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(57) ABSTRACT

Automated estimation that a hardware or software change is
correlated with one or more problem events. In addition to
identifying that a change has occurred, one or more problem
events are identified that have occurred after the change.
Problem events are then correlated with the change using a
distance measure between the change and the at least one
correlated problem event. For most, if not all, of the distance
measure, the greater the distance measure, the less the change
is correlated with each correlated problem event. The distance
measure may be atime interval, an activity-weighted interval,
or any other type of distance measure.

20 Claims, 4 Drawing Sheets
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AUTOMATICALLY ESTIMATING
CORRELATION BETWEEN HARDWARE OR
SOFTWARE CHANGES AND PROBLEM
EVENTS

BACKGROUND OF THE INVENTION

Computing technology has revolutionized the way that we
work, play, and communicate. Computing systems consist of
interacting hardware and software. As far as hardware, com-
puting systems are increasing taking a wide variety of physi-
cal forms including desktop computers, laptop computers,
Personal Digital Assistants (PDAs), mobile phones, and even
many devices (such as refrigerators) that have not conven-
tionally been integrated with computing technology. Com-
puting systems may even be networked together to form a
distributed computing system. Thus, a computing system
may technically be distributed throughout the globe, or may
be small enough to fit in the palm of one’s hand. Regardless of
its physical form, a computing system often includes one or
more processors, memory, and persistent storage.

On the other hand, software is a collection of computer-
executable instructions and associated data that may be
executed and used by the processor(s) to direct the computing
system to perform in particular ways. Currently, there is a
wide variety of software available for a wide variety of com-
puting platforms. Accordingly, general purpose computing
systems in particular may perform a wide variety of function-
ality.

A common way of changing the functionality of a comput-
ing system is to impose a hardware or software change on the
computing system. A hardware change may include, for
example, the installation of more memory, a new hard drive,
another processor, external devices, or the like. A software
change may include, for example, the installation or upgrade
of' new software. For instance, the installation or upgrade of a
software application, operating system, or other software
component would cause a functional change in the computing
system. The installation of patches and services packs, for
example, is an example of a software change as well.

Regardless of the type of hardware or software change, it is
often quite difficult if not impossible, to predict beforehand
the full effect of imposing a change in a particular environ-
ment. This is particularly true if the change and/or the deploy-
ment environment is complex. Conventionally, Information
Technology (IT) professionals typically deploy a software
change, for example, on a test machine and observe the sub-
sequent behavior of the machine to form an opinion about the
change’s stability and compatibility with their production
environment. If the change seems to have no adverse effects,
the software change may eventually rolled out to the actual
computing system or computing systems that are to have the
change. If problems occur after the rollout, the rollout may
typically be reversed.

The assessment process prior to rolling out a software
change may be quite extensive and require significant human
intervention and judgment as to the performance of the soft-
ware change. Furthermore, the assessment period delays the
overall rollout of the software change, and may not ultimately
be a correct assessment since instability may be caused by
non-obvious factors that may difter from one computing sys-
tem to another.

There are conventional test suites that automatically test a
software change prior to rollout. However, these conventional
test suites typically provide only a success or failure decision,
with little more information regarding the performance and
stability of the software change. Accordingly, what would be
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advantageous is a mechanism that allows the stability of a
hardware or software change to be assessed in a more auto-
mated and detailed fashion.

BRIEF SUMMARY OF THE INVENTION

The foregoing problems with the prior state of the art are
overcome by the principles of the present invention, which
are directed towards automated estimation regarding whether
ahardware or software change is correlated with one or more
problem events. In addition to identifying that a change has
occurred, one or more problem events proximate to the
change are identified. Problem events are then correlated with
the software change using a distance measure between the
software change and the problem event. The distance measure
provides valuable information regarding whether the change
is correlated to the problem event.

Additional embodiments of the invention will be set forth
in the description that follows, and in part will be obvious
from the description, or may be learned by the practice of the
invention. The embodiments of the invention may be realized
and obtained by means of the instruments and combinations
particularly pointed out in the appended claims. These and
other embodiments of the present invention will become
more fully apparent from the following description and
appended claims, or may be learned by the practice of the
invention as set forth hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

In order to describe the manner in which the above-recited
and other advantages and features of the invention can be
obtained, a more particular description of the invention
briefly described above will be rendered by reference to spe-
cific embodiments thereof which are illustrated in the
appended drawings. Understanding that these drawings
depict only typical embodiments of the invention and are not
therefore to be considered to be limiting of its scope, the
invention will be described and explained with additional
specificity and detail through the use of the accompanying
drawings in which:

FIG. 1 illustrates a computing system that may be used to
implement features of the present invention;

FIG. 2 illustrates a system that automatically estimates
whether a hardware or software change is correlated with one
or more problem events in accordance with the principles of
the present invention;

FIG. 3 illustrates a flowchart of a method for automatically
estimating whether a hardware or software change is corre-
lated with one or more problem events in accordance with the
principle of the present invention; and

FIG. 4 illustrates a chart showing how problem events that
occur before or after a hardware or software change may be
correlated with that change.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The principles of the present invention relate to the auto-
mated estimation of a correlation level between a hardware or
software change and problem events. First, a general comput-
ing system will be described with respect to FIG. 1, as being
a suitable computing system that may be used to practice the
principles of the present invention. Then, the principles of the
present invention will be described with respect to FIGS. 2
through 4.
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FIG. 1 shows a schematic diagram of an example comput-
ing system 100 that may be used to implement features of the
present. invention. The described computing system is only
one example of such a suitable computing system and is not
intended to suggest any limitation as to the scope of use or
functionality of the invention. Neither should the invention be
interpreted as having any dependency or requirement relating
to any one or combination of components illustrated in FIG.
1.

Computing systems are now increasingly taking a wide
variety of forms. Computing systems may, for example, be
handheld devices, appliances, laptop computers, desktop
computers, mainframes, .or distributed computing systems.
In this description and in the claims, the term “computing
system” is defined broadly as including any device or system
(or combination thereof) that includes at least one processor,
and a memory capable of having thereon computer-execut-
able instructions that may be executed by the processor. The
memory may take any form and may depend on the nature and
form of the computing system. A computing system may be
distributed over a network environment and may include mul-
tiple constituent computing systems.

Referring to FIG. 1, in its most basic configuration, a
computing system 100 typically includes at least one process-
ing unit 102 and memory 104. The memory 104 may be
volatile, non-volatile, or some combination of the two. An
example of volatile memory includes Random Access
Memory (RAM). Examples of non-volatile memory include
Read Only Memory (ROM), flash memory, or the like. The
term “memory” may also be used herein to refer to non-
volatile mass storage. Such storage may be removable or
non-removable, and may include (but is not limited to) PCM-
CIA cards, magnetic and optical disks, magnetic tape, and the
like.

As used herein, the term “module” or “component” can
refer to software objects or routines that execute on the com-
puting system. The different components, modules, engines,
and services described herein may be implemented as objects
or processes that execute on the computing system (e.g., as
separate threads). While the system and methods described
herein may be implemented in software, implementations in
hardware, and in combinations of software and hardware are
also possible and contemplated.

In the description that follows, embodiments of the inven-
tion are described with reference to acts that are performed by
one or more computing systems. If such acts are implemented
in software, one or more processors of the associated com-
puting system that performs the act direct the operation of the
computing system in response to having executed computer-
executable instructions. An example of such an operation
involves the manipulation of data. The computer-executable
instructions (and the manipulated data) may be stored in the
memory 104 of the computing system 100.

Computing system 100 may also contain communication
channels 108 that allow the computing system 100 to com-
municate with other computing systems over, for example,
network 110. Communication channels 108 are examples of
communications media. Communications media typically
embody computer-readable instructions, data structures, pro-
gram modules, or other data in a modulated data signal such
as a carrier wave or other transport mechanism and include
any information-delivery media. By way of example, and not
limitation, communications media include wired media, such
as wired networks and direct-wired connections, and wireless
media such as acoustic, radio, infrared, and other wireless
media. The term computer-readable media as used herein
includes both storage media and communications media.
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FIG. 2 illustrates a system 200 for automatically estimating
correlation between a hardware or software change and prob-
lem events in accordance with the principles of the present
invention. The system 200 includes change identification
component(s) 201 that identity when hardware or software
changes occur. For instance, during the installation of a new
hardware device, the operating system registry may log the
installation of new hardware. During the installation of a
software update, an installation manager may log what soft-
ware application and/or component was installed, and when.
The time of the change may also be entered by an individual
who initiated the hardware or software change. A software
change may be the installation of a new software program or
component, the upgrading of an existing software program or
component, or perhaps even just the changing of configura-
tion settings of an existing software program or component.

The system 200 also includes event detection component
(s) 202 that identify problem events that have occurred on a
computing system. Indicators of problem events may be
monitored through a service or daemon that passively
observes on a low-priority background thread. While not
required, the service or daemon notices problem events of
potentially a variety of event categories including (but not
limited to) application crashes, uninstalls, blue screens of
death (BSOD), reboots, system recovery point accesses or
rollbacks, anomalous usage of storage or network, actions of
a behavior blocking engine, performance degradation, and
others. However, the principles of the present invention may
also be useful even if events of only one event category (e.g.,
BSODs) are noticed.

The system also includes a distance measurement genera-
tion component(s) 203. The distance measure may be a strict
time interval between the time that the change occurred and
the time that the problem event occurred. In another embodi-
ment, the distance measure is weighted by one or more per-
formance counters such as Central Processing Unit (CPU)
usage, disk and/or network I/O, process launches, and so
forth, and to multiply the raw percentage utilization of these
resources by elapsed time. In a simple case, for example,
activity units could be defined in terms of “CPU minutes”. For
instance, if fifteen minutes elapse with an average of ten
percent CPU utilization, then 1.5 activity units have elapsed.

A still more sophisticated algorithm could map multiple
factors to activity units simultaneously. For example, perhaps
5 disk reads and a process creation equals as much activity as
7 network accesses and 30 CPU seconds. The ratios and
weightings of multiple factors could be determined empiri-
cally by summing up average historical activity for a given
machine or environment. Using activity-based measures of
elapsed units rather than simple time is advantageous because
many stability issues are not manifest when a system is idle.
Accordingly, activity-based measures of elapsed time may be
more accurately correlated to stability issues than a strict time
measure.

The system 200 also includes correlation component(s)
204 that correlate at least one problems event detected by the
event detection component(s) with a hardware or software
change identified by the change identification component(s)
201. The correlation may be based on the distance measure
generated by the distance measure generation an component
(s) 203. For instance, the correlation components may take
the distance measure for each problem event of interest, and
transform the distance measure into a correlation coefficient
that quantifies the relationship between problem events and a
corresponding hardware and/or changes.

A correlation coefficient may be generated for each prob-
lem event and change combination. In one embodiment, the
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correlation is weighted to be sequence-dependent and also
dependent on the elapsed time or elapsed activity-weighted
time. An example of a weighting function for problem events
detected after the hardware or software change may be a
hyperbolic function such as y=k*(x+k)™* or y=k*(x+k)™°*,
where k is an arbitrary constant, x is the elapsed time (strict
time or activity-weighted time) from the time that the change
occurred and the time that the problem event occurred, and y
is the correlation coefficient. The equations could be refined
or derived empirically based on how successful they were in
correlating changes to problem events known to be caused by
that change.

Although problem events that occur after a change may be
indicative of a correlation between the change and the prob-
lem event, there is an alternative explanation for the problem
event. Perhaps the problem event was simply a continuation
of a problem that existed prior to the hardware or software
change. In that case, the existence of problem events of a
particular type prior to the change may partially or totally
offset the significance of problem events of that same type
that occur after the change. Thus, in one embodiment of the
present invention, pre-existing problem events tend to have a
subtractive effect on any correlation implied by problem
events that occurred after the change.

For instance, if a problem event occurred at all or within a
certain time period prior to a hardware change, then problem
events (e.g., of any type or perhaps just of the same type as the
pre-existing problem event) that occurred after the change
will be assumed to be uncorrelated to the change. Alterna-
tively, the pre-existing problem event may only partially off-
set the correlation implied by problem events (e.g., of any
type or perhaps just of the same type as the pre-existing
problem event) that occurred after the change in a scaled
fashion. For instance, problem events that immediately pre-
cede a particular change may be deemed unrelated to the
change, but problem events that have not occurred for a long
time prior to the change but then recur soon after the change
could still be moderately correlated.

In addition to detecting when a hardware or software
changes causes a problem event, the principles of the present
invention may also be used to detect when the hardware or
software change fixes certain problem events (i.e., has a nega-
tive correlation with a problem event). For instance, suppose
that a computing system regularly experienced Blue Screen
of Death (BSOD) failures prior to a hardware or software
change. Then, after the change, there are no further BSOD
failures. This would be a strong indication that the change
actually fixed the BSOD problems.

FIG. 3 illustrates a flowchart of a computer-implemented
method 300 for estimating that a software change is corre-
lated with one or more problem events. The computing sys-
tem first detects that a hardware or software change has
occurred (act 301). This may be performed by the change
identification component(s) 201 of FIG. 2. Acts 302 through
305 are then performed for each event category (from one to
unlimited), where an event category may range from being as
broadly defined as “all events” to being very narrowly defined
such as “only Blue Screen of Deaths (BSODs) caused by a
given exception code”. Even more narrow categories of cat-
egories of different scope may be defined. One example of a
moderate scope category is “all BSODs” in which all BSOD
events are treated as one category, for example, rather than
treating each exception code in a BSOD as a separate type of
problem. The acts 302 through 305 may be performed in
parallel and/or sequentially for each event category. Acts 302
through 304 are performed for each problem event within a
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particular event category, and may be performed in parallel
and/or sequentially for each problem event within an event
category.

The hardware and software change may often take place on
the same computing system in which the problem events
occur. However, sometimes hardware or software changes on
one computing system may cause problem events in others.
The principles of the present may be used to automatically
estimate correlations between hardware or software changes
on one computing system, and problem events on another
computing system. Accordingly, the identification of a hard-
ware or software change may be in the form of a message
from another computing system that a hardware or software
change has occurred. Ifthere is the possibility of a substantial
delay between the computing system being changed and the
computing system being monitored, then the message might
also include a time indicator showing the time of the change.
Alternatively, a user who is aware of the time of the hardware
or software change on the other computing system may enter
the time of the change on the computing system being moni-
tored for problems.

Regardless of whether the change occurred on a remote
computing system, or on the same computing system as the
system that is being monitored for problems, problem events
are identified (act 302). This may be performed by the event
detection component(s) 202 of FIG. 2.

The distance measure is then generated (act 303) for atleast
some of the problem events. In one embodiment, each com-
puting system being monitored may build a data structure
representing timeline that shows the time of the hardware or
software change, and the time of the problem event, where the
time of the problem event may be real time or may be
weighted by one or more computing activities as mentioned
above. The timeline may represent a finite time span (refer-
ring to herein as the “relevance window”) including a finite
amount of time before the change, and a finite amount of time
after the change.

The computing system then correlates the problem events
with the software change using the distance measures (act
304). For instance, FIG. 4 shows a timeline 400 within a
relevance window. The timeline 400 shows the change occur-
ring at time T,. Two problem events occurred after the change
at times T, and T,. A similar problem of the same event
category occurred before the change at time T_,.

The correlation of a problem event to a particular change
may be accomplished by the generation ofa correlation factor
for each problem event/change combination (act 304A). For
instance, FIG. 4 illustrates the timeline 400 in the context of
a correlation function. The correlation function may be used
to define the correlation factor for a problem event/change
combination. The illustrated correlation function is as defined
as follows in equation 1:

If -16.67<x<0, then y=0.06*x+1; and

If x>0, then y=k/(x+k), (€8]

where x is the time (e.g., activity-weighted time) between
the time of the change and the time of the problem event
(positive if the event occurred after the change, and negative
if the event occurred before the change),

where k is some arbitrary constant; and

where'y is the correlation coefficient for the problem event/
change pair.

Using this correlation function, the closer in time (e.g., real
time or activity time) a problem event occurs after the change,
the more correlation is assigned to the pair. On the other hand,
the more recent a problem event occurred before a change, the
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most subtractive effect that prior event will have on correla-
tion of problem events of that same event category on the
subsequent change. The principles of the present invention
are not limited to this correlation function by any means.
Furthermore, different problem event categories may have
different correlation functions. The correlation function may
also change over time, as more is learned about the nature of
the change and problem event.

After generating a correlation factor for each problem
event for the change, an overall correlation factor for problem
events of that event category and the change is estimated (act
305). If the problem event happened after the change (“After”
in decision block 305A), then there is a positive contribution
to the overall possibility of a correlation of problem events of
that same event category to the change (represented by block
305AB). If, on the other hand, the problem event happened
before the change (“Before” in decision block 305A), then
there is a negative contribution to the overall possibility of a
correlation of problem events of that same event category to
the change (represented by block 305AA).

For example, suppose that the timeline 400 represents
problem events of all BSODs. Suppose further that the given
change is followed by a BSOD at x=3 activity units (e.g.,
strict or activity weighted time) and a BSOD at x=8 activity
units. Suppose further that the arbitrary constant “k” is 2
activity units. Given the correlation function of k/(x+k), the
first BSOD has a correlation factor of 2/(3+1) or %2 or 0.500,
and the second BSOD has a correlation factor of (2/8+1) or
2/9 or 0.222. Positive contribution may be obtained from both
correlation factors by simply summing the correlation factors
together to obtain a preliminary overall correlation factor of
0.722.

Then, the subtractive effect represented by problem events
that occurred in the past may be quantified. In one embodi-
ment, if a problem event of a given event category preceded
the change within a given time window, then any correlation
inferred by problem events of that same category that
occurred after the change may be cancelled. In FIG. 4, how-
ever, partial offsetting may instead be performed. For
example, if a BSOD occurred 12 activity units before the
change as well as at 3 and 8 units after, then the correlation
function may be used with equal to minus twelve (-12) to get
a subtractive effect of 0.06(-12)+1=0.28, and a net correla-
tion score for BSODs against this change of
0.722-0.28=0.442.

The positive sign of the correlation factor indicates that the
change has a tendency to cause the problem events of that
event category. If the correction factor had been negative, this
would indicate that the change has a tendency to fix the
problem event of that event category. For instance, suppose in
FIG. 4, that the problem events did not occur after the change
at all. Within the relevance window, there was only the occur-
rence of the problem event at time T_,. Assuming T_,=-12,
this would result in a net correlation score for the BSODs of
-0.28, indicating that the change had a slight tendency to fix
the problem.

Ordinary statistical techniques may be used at this stage to
test the null hypothesis that there is no association between
the change and each particular problem type, or, alternatively,
to generate a correlation coefficient between each problem
type and the analyzed change, across a larger sample. For
instance, perhaps the overall correlation score for a given
event type is calculated on multiple computing systems that
had been subjected to the same change. The correlation scores
for each computing system may be used to calculate an over-
all correlation implied across the entire environment of mul-
tiple computing systems.
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The correlation scores may be generated for multiple event
categories. This may be used to estimate an overall possibility
that the software change is causing problems that occurred
after the software change (act 306). For instance, a change
may not cause many BSODs, but may cause some moderate
amount of uninstalls and reboots. The resulting correlation
scores may be evaluated together to allow the computing
system to estimate whether or not the change has caused
problems given all of the results from all of the event catego-
ries.

Accordingly, the principles of the present invention pro-
vide an efficient and automated mechanism for estimating
whether or not a hardware or software change causes prob-
lems, whether those problems be on the same computing
system as the change or whether the problems be on a remote
computing system. Since the estimation is automated, the
output is reproducible and concrete, allowing for remedial
action to be taken in a disciplined, policy-driven fashion, and
allowing the change to be deployed in an environment similar
to the one where stability was evaluated, with confidence in
its likely effect.

The present invention may be embodied in other specific
forms without departing from its spirit or essential character-
istics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of
the invention is, therefore, indicated by the appended claims
rather than by the foregoing description. All changes, which
come within the meaning and range of equivalency of the
claims, are to be embraced within their scope.

What is claimed and desired secured by United States
Letters Patent is:

1. A computer-implemented method for estimating that a
hardware or software change is correlated with one or more
problem events, the method comprising:

identifying that a hardware or software change has

occurred;

identifying one or more problem events that have occurred

before and/or after the hardware or software change has
occurred;

correlating at least one of the one or more problem events

with the hardware or software change using a distance
measure between the hardware or software change and
the at least one correlated problem event, wherein the
distance measure comprises an activity-weighted inter-
val that is weighted using at least one computing-activ-
ity-performance metric; and

making a positive or negative contribution to an overall

possibility of a correlation of a category of problem
events to the hardware or software change, wherein
whether the contribution is positive or negative depends
on whether the one or more problem events occurred
before or after the hardware or software change, so that
the contribution is positive if the one or more problem
events occurred after the hardware or software change,
and the contribution is negative if the one or more prob-
lem events occurred before the hardware or software
change.

2. A computer-implemented method in accordance with
claim 1, wherein for most of the distance measure, the greater
the distance measure, the less the software change is corre-
lated with each correlated problem event.

3. A computer-implemented method for estimating that a
hardware or software change is correlated with one or more
problem events in accordance with claim 1, wherein the dis-
tance measure comprises a time interval between the hard-
ware or software change and at least one of the correlated
problem events.
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4. A computer-implemented method for estimating that a
hardware or software change is correlated with one or more
problem events in accordance with claim 1, wherein the at
least one computing-activity-performance metric measures at
least one of the following:

central processing unit cycles;

file access I/O volume;

network 1/0 volume;

connection request volume; and

process launch volume.

5. A computer-implemented method for estimating that a
hardware or software change is correlated with one or more
problem events in accordance with claim 1, wherein the one
or more problem events comprises at least a first and second
problem event, wherein correlating at least one of the one or
more problems events with the hardware or software change
using a distance measure between the hardware or software
change and the at least one correlated problem event com-
prises the following:

generating a first correlation factor using a first distance

measure between the hardware or software change and
the first problem event;

generating a second correlation factor using a second dis-

tance measure between the hardware or software change
and the second problem event; and

generating the overall possibility of correlation based on

the first and second correlation factors.

6. A computer-implemented method for estimating that a
hardware or software change is correlated with one or more
problem events in accordance with claim 1, the method fur-
ther comprising:

estimating the possibility that the hardware or software

change is associated with the one or more problem
events.

7. A computer-implemented method for estimating that a
hardware or software change is correlated with one or more
problem events in accordance with claim 6, further compris-
ing:

identifying one or more pre-existing problem events that

have occurred before the hardware or software change
has occurred; and

correlating at least one of the one or more pre-existing

problems events with the hardware or software change
using a distance measure between the hardware or soft-
ware change and the at least one correlated pre-existing
problem event,

wherein a correlation between a pre-existing problem and

the hardware or software change has a tendency to
reduce the estimated possibility that the hardware or
software change is associated with the one or more prob-
lem events.

8. A computer-implemented method for estimating that a
hardware or software change is correlated with one or more
problem events in accordance with claim 1, wherein the one
or more problem events are all of the same first category of
problem events, the method further comprising:

identifying one or more problem events of a second cat-

egory that have occurred before and/or after the hard-
ware or software change has occurred, wherein the sec-
ond category is different than the first category;
correlating at least one of the one or more problems events
of the second category with the hardware or software
change using a distance measure between the hardware
or software change and the at least one correlated prob-
lem event of the second category, wherein for most of the
distance measure, the greater the distance measure, the
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less the hardware or software change is correlated with
each correlated problem event; and

estimating the possibility that the hardware or software

change is causing problems that occurred after the hard-
ware or software change based on results obtained from
correlating at least one of the one or more problem
events of the first category and based on results obtained
from correlating at least one of the one or more problem
events of the second category.

9. A computer program product comprising one or more
computer-readable storage media having thereon computer-
executable instructions that, when executed by one or more
processors of a computing system, cause the computing sys-
tem to perform a method for estimating that a hardware or
software change is correlated with one or more problem
events, the method comprising:

identifying that a hardware or software change has

occurred;

identifying one or more problem events that have occurred

before and/or after the hardware or software change has
occurred;

correlating at least one of the one or more problems events

with the hardware or software change using a distance
measure between the hardware or software change and
the at least one correlated problem event, wherein the
distance measure comprises an activity-weighted inter-
val that is weighted using at least one computing-activ-
ity-performance metric; and

making a positive or negative contribution to an overall

possibility of a correlation of a category of problem
events to the hardware or software change, wherein
whether the contribution is positive or negative depends
on whether the one or more problem events occurred
before or after the hardware or software change, so that
the contribution is positive if the one or more problem
events occurred after the hardware or software change,
and the contribution is negative if the one or more prob-
lem events occurred before the hardware or software
change.

10. A computer program product in accordance with claim
9, wherein the distance measure comprises a time interval
between the hardware or software change and at least one of
the correlated problem events.

11. A computer program product in accordance with claim
9, wherein the one or more problem events comprises at least
a first and second problem event, wherein correlating at least
one of the one or more problem events with the hardware or
software change using a distance measure between the hard-
ware or software change and the at least one correlated prob-
lem event comprises the following:

generating a first correlation factor using a first distance

measure between the hardware or software change and
the first problem event;

generating a second correlation factor using a second dis-

tance measure between the hardware or software change
and the second problem event; and

generating the overall possibility of correlation based on

the first and second correlation factors.

12. A computer program product in accordance with claim
9, the method further comprising:

estimating the possibility that the hardware or software

change is associated with the one or more problem
events that occurred after the hardware or software
change.

13. A computer program product in accordance with claim
9, wherein the method further comprises:



US 7,774,657 B1

11

identifying one or more pre-existing problem events that
have occurred before the hardware or software change
has occurred; and

correlating at least one of the one or more pre-existing
problems events with the hardware or software change
using a distance measure between the hardware or soft-
ware change and the at least one correlated pre-existing
problem event,

wherein a correlation between a pre-existing problem and

software change, and the contribution is negative if
the one or more problem events occurred before the
hardware or software change.

16. One or more computer-readable storage media having

thereon the following:

12

one or more hardware or software change identification
components that identify when hardware or software
changes have occurred;

one or more event detection components that identify prob-
lem events that have occurred on a computing system;

one or more correlation components that correlate at least
one problem event detected by the one or more event
detection components with a hardware or software
change identified by the one or more hardware or soft-

the hardware or software change has a tendency to 10 ware change identification components using a distance
reduce the estimated possibility that the hardware or measure between the hardware or software change and
software change is associated with the one or more prob- the at least one correlated problem event, wherein the
lem events. distance measure comprises an activity-weighted inter-
14. A computer program product in accordance with claim val that is weighted using at least one computing-activ-
9, wherein the one or more problem events are all of the same 15 ity-performance metric; and
first category of problem events, the method further compris- one or more contribution components that make a positive
ing: or negative contribution to an overall possibility of a
identifying one or more problem events of a second cat- correlation of a category of problem events to the hard-
egory that have occurred after the hardware or software ware or software change, wherein whether the contribu-
change has occurred, wherein the second category is 20 tion is positive or negative depends on whether the one
different than the first category; or more problem events occurred before or after the
correlating at least one of the one or more problems events hardware or software change, so that the contribution is
of the second category with the hardware or software positive if the one or more problem events occurred after
change using a distance measure between the hardware the hardware or software change, and the contribution is
or software change and the at least one correlated prob- 25 negative if the one or more problem events occurred
lem event of the second category; and before the hardware or software change.
estimating the possibility that the hardware or software 17. A computer-implemented method comprising:
change is causing problems that occurred after the hard- identifying that a hardware or software change has
ware or software change based on results obtained from occurred in a first computing system;
correlating at least one of the one or more problem 30  identifying one or more problem events that have occurred
events of the first category and based on results obtained before and/or after the hardware or software change has
from correlating at least one of the one or more problem occurred in a second computing system that is commu-
events of the second category. nicatively coupled to the first computing system;
15. A computing system comprising correlating at least one of the one or more problem events
one Or MOre Processors; 35 in the second computing system with the hardware or
one or more computer-readable storage media having software change in the first computing system using a
thereon computer-executable instructions that, when distance measure between the hardware or software
executed by the one or more processors, cause the com- change and the at least one correlated problem event,
puting system to: wherein the distance measure comprises an activity-
identify that a hardware or software change has 4 weighted interval that is weighted using at least one
occurred; computing-activity-performance metric; and
identify one or more problem events that have occurred making a Positive or negaFive contribution to an overall
before and/or after the hardware or software change possibility of a correlation of a category of problem
has occurred; events to the hardware or software change, wherein
correlate at least one of the one or more problem events 45 whether the contribution is positive or negative depends
with the hardware or software change using a distance on whether the one or more problem events occurred
measure between the hardware software change and the before or afte?r th.e hard.v&.lare. or software change, so that
at least one correlated problem event, wherein the dis- the contribution is positive if the one or more problem
tance measure comprises an activity-weighted interval events occurr.ed e.lfter. the har.dw.are or software change,
that is weighted using at least one computing-activity- > and the contribution is negative if the one or more prob-
performance metric; and lem events occurred before the hardware or software
make a positive or negative contribution to an overall 1 sclfnge. imol 4 method i da ith
possibility of a correlation of a category of problem 8. A computer-implemented method in accordance wit
events to the hardware or software change, wherein claim 17, wherein t.he first compuling systemn is a server and
whether the contribution is positive or negative 55 the second computing system is a client O.f the server. .
depends on whether the one or more problem events 1.9' A computer -implemented methqd in accordance with
occurred before or after the hardware or software claim 17, Whereln for most of the distance measure, the
change, so that the contribution is positive if the one or greater the d}stance measure, the less the software change is
more problem events occurred after the hardware or correlated with each correlated problem event. .
60 20. A computer-implemented method in accordance with

claim 17, wherein the distance measure comprises a time
interval between the hardware or software change and at least
one of the correlated problem events.
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